$ PromQL & Metrics

4 Golden Signals & Alert tuning thuc chién.

Latency (D0 tre)

histogram quantile(0.95,
sum by(le) (rate(<bkt>[5m])))
P95: 95% request nhanh han muc nay.

rate(<sum>[5m]) / rate(<cnt>[5m])
Do tré trung binh toan bd request.

rate(<bkt>{1e="0.3"}[5m])
Tan suat request hoan tat < 300ms.

E) Errors (Ti 1é 10i)

sum(rate(<req>{status=~"5.."}[5m]))
/ sum(rate(<regq>[5m])) * 100
% 16i 5xx trén téng s6 request.

sum by(code) (rate(<err>[5m]))
Tan suat ttng ma HTTP status.

increase(<panic>[1lh]) > 0
Bao déng app crash/panic trong 1h.

B Alert Tuning (Chong flap)
for: 5m

Cho vi pham 5 phit méi ban alert.

predict linear(<fs>[4h], 86400) < 0
Du bdo can 6 dia trong 24h ti€p theo.

rate(<req>[5m]) ==
Blackhole: service rét sach traffic.

)

E) Traffic (Luu lugng)

sum by(job) (rate(<reg>[5m]))
RPS (req/s) téng hgp theo service.
topk(5, rate(<req>[5m]))

Top 5 endpoint nhan nhiéu tai nhat.

sum(rate(<net>_bytes[5m]))
Bang thdong mang in/out (bytes/giay).

@) Saturation (Bao hoa)

100 - (avg(rate(<idle>[5m]))*100)
% CPU ban ron trén toan cum.

(1 - <avail> / <total>) * 100

% RAM da dung theo MemAvailable.

(<fs_free> / <fs size>) * 100 < 15
O ciing con tréng dudi 15%.

@ Debug Target & TSDB
up ==
Loc nhanh target/exporter bi rét.

prometheus_tsdb head series
Theo doi cardinality series cé n6 RAM?

curl -X POST :9090/-/reload
Reload config khong can restart.

4 Golden Signals & Chuan PromQL

Traffic do rate thay vi increase Errors chia % téng d€ alert
Saturation gidm sat queue & ram Cwa sO [5m] t6i thi€u 4x scrape int Cardinality trénh user id vao label

Latency dung histogram, né avg

<bkt> = metric_bucket - <req> = requests - rate() cho CounterVibe DevOps - Build ¢ Run ¢ Fix



