$ Nginx 502/504? -

VIBE

Reverse proxy bdo 10i? Bat bénh theo 1 - 6.

Poc log trudc
tail -f <log>
LOi upstream hién ngay tai day.

grep upstream <log>
Cé "upstream" = |06i phia backend.

awk '$9>=500' access.log

Loc cac request trd vé 5xx.

E) 502: backend chét?

curl -sv 127.0.0.1:<port>
Goi thang backend, bé qua Nginx.

ss -ltnp | grep <port>
C6 process nao dang listen?

systemctl status <svc>
Backend crash, OOM, restart?

B Header & keepalive

proxy set header Host $host;
Gilr ding domain goc cho backend.

proxy http version 1.1;
Can cho keepalive va WebSocket.

keepalive 32;
Trong upstream{ }: tai dung két noi.

€) Config & reload

nginx -t

Kiém tra cl phap trudc khi ap.
nginx -T | grep proxy pass
Nginx dang tro téi upstream nao?

systemctl reload nginx
Ap config, khéng rét két nai.

@ 504: backend cham?

curl -o /dev/null -s \

-w '%{time_total}\n' <url>
Backend trd 16i mat may giay?
proxy read timeout 60s;
Thai gian cho response (mac dinh).

proxy connect timeout 5s;
Backend khéng bat may - fail nhanh.

@ Nginx tu nghén

proxy buffer_size 16k;

Stra "upstream sent too big header".
worker connections 4096;
Log bao "not enough" thi tang.

worker_rlimit nofile 65535;
Nang gidi han file md& cua worker.

Poc error.log —» biét ngay bénh

502 backend chét/sai port
(111) connection refused

<log> = /var/log/nginx/error.log - <svc> = service

504 backend qua cham
(13) SELinux chan

499 client tu bo di
too big tang buffer
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