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Khoda container truéc khi 1én prod, theo 1 - 6.

Bo quyén root

USER 10001:10001
Cu6i Dockerfile: thoi chay root.

docker run -u 1000:1000
Ep UID/GID ngay lac chay.

docker exec <c> id
Thay uid=0 la dang chay root.

E) Cat quyén kernel
--cap-drop=ALL

Bo toan bd Linux capabilities.
--cap-add=NET_BIND SERVICE
Chi cap lai dung quyén can.
--security-opt \
no-new-privileges

Chan leo quyén qua setuid.

B Quét CVE vaéi trivy
trivy image <img>

CVE trong g6i OS va thu vién.

trivy image --exit-code 1 \
--severity CRITICAL <img>
Fail pipeline khi c6 CVE nang.

trivy config
Dockerfile/K8s YAML cau hinh sai?

€) Rootfs chi doc

docker run --read-only
Ké tan cong khong ghi duoc file.
--tmpfs /tmp:size=64m
Cho ghi tam nam trén RAM.

docker diff <c>
File nao da bi thém/stra/x0a7?

@) Gidi han tai nguyén
--memory=512m --cpus=1
Mot container khdng nu6t cé host.
--pids-1imit=200

Chan fork bomb trong container.

docker stats --no-stream
So muc dung that véi gigi han.

@ Image sach, khong Io
docker inspect -f \
'{{.Config.User}}' <img>
Két qua rong = mac dinh root.
RUN --mount=type=secret
Secret lUc build, kh6éng vao layer.
dive <img>

Soi tung layer, tim file thua.

Checklist 6 dong trudc khi lén prod

USER = root (uid 0)
limits mem - cpu - pids

<Cc> = container - <img> = image

--read-only + tmpfs
trivy 0 CRITICAL

cap-drop ALL, thém lé
docker.sock cAm mount
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