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Su c6 mang? Chan doan theo thtty 1 - 6.

Xem IP & Route
ip -br addr

IP cla tat cd card mang.

ip route
Default gateway va bang dinh tuyén.

ip link
Trang thai UP/DOWN cua card.

E) Port dang nghe
ss -tulpn
Céac port TCP/UDP dang lang nghe.

ss -tunap | grep <port>
Tién trinh nao dang gilr port.

nc -zv <host> <port>
Test mad port tu xa qua TCP.

B Tuong lua
iptables -L -n -v
Xem rule va géi tin bi chan.
ufw status verbose
Trang thai tudng Ida UFW.

nft list ruleset
Danh sach ruleset nftables.

B) Kiém tra két noi
ping -c 4 <host>

Do tré va ti |é rét gdi tin.

mtr <host>

Nghén/mat géi & hop mang nao.

curl -Iv <url>
Test két n6i HTTP & ching chi SSL.

@) Phan giai DNS
dig +short <domain>
IP trd vé truc tiép tir DNS.

getent hosts <domain>
Tra IP theo co ché hé thong.

cat /etc/resolv.conf
DNS server may dang tro téi.

B Bat gadi tin

tcpdump -i any port <p> -n
Bat gdi tin theo port cu thé.
tcpdump -1 any icmp -n
Xem goéi ping di va vé realtime.
ethtool <eth>

Toc do link va duplex card mang.

Quy trinh chan dodn mang chuan

1.ip D3 c6 IP chua?
4.ss Port c6 dang ma?

2.ping Thong gateway chua? 3.DNS Phan giai dugc tén?
5.mtr Nghén & hop nao?

6.curl App cé phan hoi?

<host> = IP/domain - <p> = port - <eth> = card mang Vibe DevOps * Build ¢ Run ¢ Fix



